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3.2. IP Address Filter fvuavauuAn1sigau IP Address Aanunsainldanulusyuuld wu IP Location, Geometric
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© static URL Filter
Block invalid URLs (B

WEB filter

URL Filter ©

+CreateNew | # Edit @ Delete Search Q

URL Type Action Status
veww.lazada.co.th Simple @ Block © Enable
“lazadax Wildcard @ Biock @ Enable
“shopee Wildcard @ Block © Enable
www.pantipmarket.com Simple @ Biock @ Enable
www.konvy.com Simple @ Block © Enable
www.kaidee.com Simple @ Block @ Enable
wwiw.tarad.com Simple @ Block © Enable
www.cmart.co.th Simple @ Block © Enable
www.kingpower.com Simple @ Block © Enable

B o T )

Block malicious URLS discovered by FortiSandbox (B

Content Filter @

ForbChent - Zera Tt P Agent
ety

@ FortiClient VPN

A FortiTohen code s requke for SSL-VP login authencsrion
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Search

Action
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© Redirect to Block Portal
© Redirect to Block Portal
O Redirect to Block Portal
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},;;{jgp open rpcbind Authentication Rules
2 cp open wimaxasncp
5432/tcp open postgresql Addre
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Nmap done: 1 IP address (1 host up) scanned in 17.15 seconds
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ST e T TR Vit 10 BlockWanPort200 & ol SDWAN Zone 38 Vian200 3 all =  aiv ;
Starting Nmap 7.94 ( https://nmap.org ) at 2024-11-85 14:54 SE Asia Standar 1P Pook @ © Enabled
Nmap scan report for 172.16.0. Protocol Options =1 5
Host is up (©.00056s latency) Tratnc BlockWanPort300 @ Sabayol-SD-WAN Zone 38 VIan300 3 all =a @ stport bock 1TCH o
Not shown: 65531 closed tcp ports (reset) @ port bock 2TCH
PORT STATE SERVICE oo @ t port bock 1UDP
111/tcp open rpcbind . ) - portbock VDR
2231/tcp open wimaxasncp puny £ i aication BlockWanPort400 @& Sabayol-SD-WAN_Zone 38 VIan400 @@ all S an y @ w «1TCP @ DENY
5U32/tcp open postgresql Contoner =% e
6U32/tcp open pgbouncer ® O erh
Nmap done: 1 IP address (1 host up) scanned in 17.83 seconds e e el e el B s o
@ w st port bock 1UDP
C:\>nmap —p— 172.16.0] @ white list port bock 2UDP
Starting Nmap 7.94 ( https://nmap.org ) at 2024-11-05 14:55 SE Asia Standard Time BlockWanPort700 & Sabayo-SD-WAN Zone 38 VIen700 & all @ an @ port bock 1TCP @ DENY
Nmap scan report for 172.16.0. + port bock 2TCP
Host is up (©.000036s latency). tport bock 1UDP
Not shown: 65532 closed tcp ports (reset) b oliy
PORT STATE SERVICE BlockWanPort8o0 @ Sabayol-SD-WAN Zone 38 VIan800 I all @ tportbock 1TCP @ DENY
111/tcp open rpcbind :
2231/tcp open wimaxasncp
5u32/tcp open postgresql
Nmap done: 1 IP address (1 host up) scanned in 16.91 seconds
q \ I . e i ¢ ,
3.4 4Nk UekgU Network izquﬂﬂﬁmumw (Server) LLa%QUﬂiﬂJQﬂ“UTEJ
NETWORK DIAGRAM a- 8
Sabayol Hospital FortiGate 200F
Tasainssvuindevslsmeaasitdon I E EEEEEEEE B EEE
- dodadtyan + : Q WGroupBy Type =
Name 2 Types Members 3 DHCP Clents $ DHCP Ranges ¢ Ret 2
Utp Cat 8 i 2 5 o
o 3% Visn%0 35 VUAN 1721601/255.255.2520 oG 2 1721602-172.163.254 9
— UtpCaté i
e s
——  Fiber optic WP
- * 0 98 VIAN 172.16.10.254/255.255.255.0 PING 28 172.16.10.2-172.16.10. 1
3 Vian200 17216202541255.255.2550 PNG 2 172162024721
o 38 Vian300 1721630254252 PING 2 17216302721
o 3 Vianaoo 35 VU 172:16.40254/255.255.255.0 NG 12 172164021721
o 3 Vianso0 28 VIAN 17216:50254/255.255.2550 PiNG 2 172:16502-1724650254
* 28 Vian 600 OB VIAN 172.16.60.254/255.255.255.0 PING 3 16.60.2-172.16.60.254
TIPS
HITP

Security Fabric Connection

28 VLAN

NG 1

AN 172.16.80.254/255.255.255.0 NG

Admin VIah 60 10G!




3.5 finsldau VPN Tunsidrdsgunsaiusivne (Server) ununsldauriiu Public

File Help

SSL-VPN Settings

Connection Settings @

Enable SSL-VPN ©

Upgrade to the full version to access additional features and receive technical support. Listen on Interfacels) ® Wan-AlS (port1) x
+
Listen on Port 444
Web mode access will be listening at
© hitos/ M

Server Certificate & SabyoiHospital -

Redirect HTTP to SSLVPN O

Restrict Access e el Limit access to specific hosts

Idle Logout >»

Require Client Certificate (B

Tunnel Mode Client Settings @
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OK Cancel
Lok | B —
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Group Name & Group Type ¢ Members & Ref. & 2 23 || T Clone = Usage of User Group: Meeting_g
——— s ruewan - o
: 51‘ Group Type ® Members ¢ Ref. 2 ’, =V
a1 ol
& User & Authentication B Firewall a1 h 6
- User-Authen & Firewall [ Bt 6 : ; : Allow 800 NAT (8)
User Groups &1 7
A an
a1
[:91] | B Firewall & 3 7
> = & 3
Admin_group & Firewall &3 7 a1
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a1
83 28 Firewall a2 7 &
& 2
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& 3
d = ) 5
A +Create New | | & Edit | | T Clone Search Usage of User Group: Admin_group
Pharmacy_group @ Firewall & 3 6 3
&1 - a - a # Ed t | @
a1 Group Name ¥ Group Type & Members ¢ Ref. &
a1 1]
© 75 Object Name &
Academic_group B Firewall :? 6 User-Authen B Firewall 73 E rewall Policy e
&1
% Allow 100 NAT (6)
Allow 200 NAT (5)
Doctor_group Firewall &3 6
: : Allow 300 NAT (4)
Admin_groui £ Firewall 7
LRy Allow 400 NAT (3)
Guest-group 8 Firewall &g 0 Allow 500 NAT (2)
Meeting_group B Firewall & meeting0d1 1
e Allow 800 NAT (8)
VPN == Firewall 6
Allow 600 NAT (1)
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User Account Status AR EWEE © Disabled

Username 1200

User Type Local User
Pisscir ST, User Account Status [+ RTELECE © Disabled
User Group @© £ Admin_group X User Type Local User
&= VPN x
” Password eeccensesese
User Group @ = Academic_group
@ Two-factor Authentication +

Authentication Type  FortiToken Cloud

Token sliaYel v

Email Address  taw| N .com

3.8 Time Sync

/home/dcsabayoi - O X

2 #2 desabayoi@®BMS-Resto




a. Privileged Access Management ﬁmﬁﬂ’m@uﬂﬁﬁ’hﬁﬁxuﬂﬂﬁiﬁﬁﬂﬂuawéixﬁu Least Privilege #4il

(PAM) 1. ALllun17 Disable Administrator / Root / Admin
: Iqjgsi‘i'umﬁﬂmmmﬂaamﬁmaq 2. finsrinun Role-base access Tunsidndessuuwhiidsniu
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A8 NM51"5Wa Password MD5,SHA-256
AanA1unglgLuesiienis Annau | 4. Expire Sessions Time out
asram wazdlasiu n1sldansnng
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4.1 aiiun1s Disable Administrator / Root / Admin

E

PHSSULUY VI AT VI T T SuS Uy U

GNU nano 2.9.8

@? slsabayoi@sabayoibackup:~

Frmris—ry P T

Password - root@172.16.0.250
e Searching for host...
fis Connecting to host...

Authenticating...

Using username "root".
Authenticating with pre-entered password.
Access denied.

Access denied.

Password:

I

OK Cancel

Help




4.2 §insimun Role-base access Tun1sideszuuwindsigndu

Group Manager & HOSxPUsermanagerEntryForm

Filter
Aum | @ uano | | 38 Excel Export |

ey sWEnan ;ianaju Fu Usi v
.1 OPD 'User : OPD wenna 85
|2 REFER User : REFER guidosia 68
3 IPD User : IPD wemna 66
>4 FINANCE User : FN nmsidu 63
5 ER User : ER viavanidu 33
6 DOCTOR User : DOCTOR wadasiaummnei 29
7 1PD User : IPD LR Wasaaan 26
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|9 OPD User : gzhamaanuly 17
|10 SUPER USER Super User : dguasyuu (ADMIN) 17
1 CARD User : CARD waansuiiau 16
12 PCU User : PCU wznuna 12
113 PT OT User : PT maawiinnia 12
|14 LAB User : LAB - piayaunila 11
15 DENT User : DENT viuauwnei 10
116 RX User : RX tndainssu 10
|17 DENT User : DENT (3 milmnuinaasisauay 10
18 LAB User : LAB - griayaunilanau 1 (au'ld HIV) 9

4.3 flnnsa Password aentiey 12 ¢ (Fdnwsing, Wan, Snuseiee, fiav) 12
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54 Line Token vidasmistvdautainisurly System Sett 00qe4g45W3LYjixVj I
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55 Line Token @m3uudasiau Lookup Table Change
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naUETHN
R} 'if'anaju
>_User : OPD ER gzhzmdanuls - (hiswiatids LAB/XRAY 1)

Fax

rd

HOSxPSystel

mSettingMainForm - BMS-HOSxP XE4.0: Sby_... X

| HOSxPSystemSettingMainForm - BMS-HOSxP XE 4.0: Sby_.. X
simhudsianneibidouni: 12 — simiudoddidwiavilan
wdzusiau ulagusiaru
T
sathulmi eeeeesecee saeulni eeeeecscee
sigiuini eeeesecsse siarulmi eeeeeeccee
Waulvuasniariu Wawlvuassiariu
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) 7 =
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4.4 Expire Sessions Time out

= =

4 D ma el T M S S 5 8 2 P S ey, o 2, S Bty S, ST B, A Py e @ HOSxPUsermanagerEntryForm
17 sPdommsdihunndiaasiss e iondas °
18 w@un Refer da@ouweannadu aansuilulsana o teipdtibo -
19 Lock Zasdnitmitwiuiniag (] s« [ i
-~ amm  a v o = sWa Login nongmuay siasu T fiada Fax

20 uwamansanamiethan Information Frame @ - m————
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[¥] Active User [ Lab Staff Authentication Type -

[£] usadiau Login
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5. Business Continuity Plan (BCP) | fin1swaaeu Business Continuity Plan (BCP) way Disaster Recovery Plan (DRP)
uay Disaster Recovery Plan (DRP) | #deties Uay 1 A59 waz fn1sdnyisienuls dunsunisaudunisidaausiuis
L UNUAAMIUALLIINTS Allums | ssegnadidunisuagdi neidedlunmsandunisnudisil
Y0IEY  Weolinan1zdngm | 1. N13UIMTINNIITAULEES (Risk Management)
N o a 3 N Y] v
WioAuR1 9 1 dawalinszuiunis | 2. 113U3N139AnN1391U Resource (Resource Management)
MUY uleUNgAYEIn | 3. N15INUNUAINABLEDIAINGIAIMAAYY (Business Continuity Planning)
Weld anansanduundniiunisle | 4. nmegeu (Testing)
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nengIU
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http://sabayoihospital.com/th/?p=4926
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6. OS Patching
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dn138Uan Security Patching
1. Firewall patching (Firmware)
2. Operation patching

3. Application patching

S¥UU Window OS5  H1uWan
(m313@8y Juil update)
53U LINUX saiaeu HIS
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v
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6.1 Firewall patching (Firmware)

w7 SabayoiHT

@ Dashboard
Status
Security
WiFi
Users & Devices

Network

+
FortiView Sources

FortiView Destinations
FortiView Applications

DHCP Monitor

6.2 Operation patching
| 2

SabayoiHT

v7.0.16 build0667 (Mature) I @ AntiVirus

@ FortiCare Support

@ Firmware & General Updates

N @ Web Filtering
2024/12/09 08:07:32

43:02:07:43

FortiToken
= [  s0% |

#P dcsabayoi@®BMS-Restore:/home/dcsabayoi

@ Activated

Global

@ Free License

208.90GiB




6.3 Application patching

\i&d BMSHOSxPXE4CloudApplicationinstallerMainForm

BMS-HOSxP XE Login

BMS HOSxP XE Cloud Application Installer 4.67.11.14
-Application
Application Name |Fl@STRINOTE v ‘ ﬁlnstall ||ElnstalkabbitMQ3.u.4 E DB / Tools -
Release Number 5560 Release History ¥ HTTP Download ¥ Cache MD5
meje) =
sviael2f
@ ’ ) Li‘ng;:_;m"m
=1 SUWaANIU lsrﬁs:uua"m . whsTuusan
Tasnlsreituy FacelD
ProviderID Login
OS [ENV | R er. 0g! |
[Windows 10
|Professional x64
Multiprocessor Free
] LOp madanda | ’ am ]-,| P: _ l (v REREST H B enidn |
0 0 B Close
7. Multi-Factor Authentication (2FA) | #n15l991us2UU Multi-Factor Authentication (2FA) tieBiududanu 2 dulunis
PRy & < v ¢ ' o W . o ¥ v o &
S NTPUTUAIAUY 2 T L TJUNS LUIANTEUUMNNE) dI1%3U Admin m‘d\i’]USEUUE}UNu@HﬂQU
Lngiiwuﬂig%uuuwmﬂ 1. 119 Login Uy Multi-factor lUdsszuu VPN Access
Jumeunimvunliglddou 2. M5 Login kuu Multi-factor Tuggunsal Security
Joyaiiudnuennilon 3. M3 Login wuu Multi-factor TUgfa Operating system
@Y
HanNsIU @ FortClient - Zero Trust Fabric Agent - x = a
o« File Help Bl SSLVPN Settings

7.1 715 Login WUU Multi-factor TUésszuu VPN Access

A FortiToken code is required for SSL-VPN login authentication.

VPN Name
Username

Password

Token

Save Password

Connection Settings ©
Ensble SSLVPN «

Listen on Intertace(s) ® WanAIS (portt)
+

Listen onPort 444
© Viebmode sccess wil be lstenicg at

Sesver Certificate
Redirect HTTP to SSLVPN O

7 SabyoiHospital

SSLVPN Settings

Restrict Access P Ioy Limit access to specific hasts
>

>

Idte Logout
Require Client Certificate

Tunoet Mode Client Settings ©

Range Specity custom IP ranges
1P Ranges B Vian 600 address x
-+
ONS Server Same as fient system DNs [T

Specity WINS Secvers O

Authentication/Poctal Mapping ©

FCreteNew | # B Delete I Send SSLVPN Configuration

Users/Groups & Portal 2

VN full-access.

il Other Users/Groups full-aceess




7.2 113 Login WUy Multi-factor Tuéisgunsal Security

SabayoiHT = Q
Dashboard Edit Administrator

Network
Username @ & Change Password

Type

Match a user on a remote server group
VPN Match all users in a remote server group

Policy & Objects

Security Profiles

User & Authentication Use public key infrastructure (PKI) group

. WiFi & Switch Comments Write acomment... /0/255
Controller

System @ Two-factor Authentication
Administrators Authentication Type  FortiToken Cloud
Admin Profiles Fo kel

i r Token Fj
Firmware

Send Activation Cod §
T AR end Activation Code @ ‘mail

Settings

An email with the activation code will be sent to:
HA tawathaichatapol999@gmail.com

SNMP
Replacement Messages
FortiGuard

SMS (@ ]
Feature Visibili

7.3 13 Login wuu Multi-factor 1U&s Operating system

&P 172.16.0.241 - PuTTY

© Please input your token code.




8. Web Application Firewall (WAF)
- szuutlosdunislaufnisloiues
Fnsuiunanndiatu Inganie

wWisdaatunislaudludassuuiu

Ansldeu Web Application Firewall (WAF)
wletostunis Taufinuannsgiu OWASP Top 10 Ididusgsiesnmuneaziden

1. Review Attack Report
2. Add Source IP Blocklists

LONNALATUUDY

13
BIANT

Ada

asalfslszuudu Web

Application

ningIu
Web Application Firewall (WAF)

Edit Web Application Firewall Profile

Signatures
2

Status

© Enable

© Enable

© Enable
© Enable

© Enable

Constraints
,

Status

© Enable
© Enable

© Enable

© Enable
© Enable
@ Enable

# car

Name

B Policy & Objects
[CREZAV TN 1]

@& Http Web Sever 49,

Firewall Policy

IPv4 Access Control List
IPv4 DoS Policy

ZTNA

Authentication Rules
Add

Internet Service
Databa:

Schedu

Virtual IPs

'R Clone

Q
Signature Action Severity
SQL Injection © Block (LT}
Generic Attacks © Block
Trojans © Block
Information Disclosure @ Monitor
Known Exploits © Block
0% €D
Search Q
Constraint Limit Action Severity
Content Length 67,108864 @ Monitor mm
Header Length 8192 @ Monitor mm
Header Line Length 1,024 @ Monitor wm
Number of Header LinesinRequest 32 @ Monitor mm
Total URL and Body Parameters Length 8,192 @ Monitor mm
Total URL Parameters Length 8192 @ Monitor mm

Details +

Search

[— 172.16.0.241 (TCP: 80-3306.

Interfaces &

® Wan-AlS (port1)

Name From To
Allow 100 NAT 2 VIan100 @ Sabayoi-...
Allow 200 NAT JE VIan200 @ Sabayoi-...
Allow 300 NAT € VIan300 @ Sabayoi-...
Allow 400 NAT 2 Vlan 400 Sabayoi-...

Date/Time

20seconds ago
20seconds ago
20seconds ago
20seconds ago
20seconds ago
21 seconds ago

21 seconds ago

Log &Report
Forward Traffic

21 seconds ago
: 21seconds ago
21 seconds ago
21 seconds ago
21 seconds ago
21 seconds ago
21 seconds ago
21 seconds ago
21seconds ago
21 seconds ago
21 seconds ago

21 seconds ago

Source Desti... Schedule Serv...

& Academi... & all @ always mALL

Qal [@ always o ALL

= all @ always o ALL

Bal @ always o ALL

© Add Filter
A Source Device
172.16.104 HER
17216104 H|ER
2909801023111(172.16.20.9) & DOCTORO1

172.16.104 H|ER

3901000504685 (172.16.80.8) &4 DESKTOP-B7PRIS9
149.6245.2
149.62.45.2
17216104 =ER
172.1680.19 Android
17216104 R
172.16.104 =R
17216104 =R
17216104 =|ER
172.16.70.35 2 WEB-G3
172167035 22 WEB-G3
17216104 |ER
17216104 W|ER
17216104 =er
172161098 Android10 98 &

Action NAT Security Profiles

I default
=2 default
IE=3 DNsblockweb
=3 BlockBit
K3 default
I certificate

+ ACCE.. @ Ena..

v ACCE.. @ Ena.. [ default

m default

IE=3 DNSblockweb
= BlockBit
B default

=N certificate-i

« ACCE.. @ Ena.. [ default

m default

IEX3 DNsblockweb
B2 Blockit
m default

N certificate-in...

Vv ACCE.. @ Ena.. [EMdefault

=3 default

IE=3 DNSblockweb
I Blocksit
default

=N certificate-in...

Destination Application Name

& 203.157.103.53 HTTP
& 203.157.103.53 HTTP

W8 20.42.65.91 (self.events.data.microsoft.com) ¥ Microsoft.Portal

5 203.157.10353 HTTP

=5 172.217.194.91 (sb-ssl.google.com) = YouTube
= 49.231.200.19 (demo sabayoihospital.com) tcp/3031
== 49.231.200.19 (demo.sabayolhospital.com) tcp/3031
&5 203.157.10353 HTTP
== 157.240.7.33 (chat-e2ee-mini.facebook.com) HTTPS
= 203.157.10353 HTTP
£ 203.157.10353 HTTP
5203.157.10353 HTTP
&202.157.10353 HTTP
=1196378.150 tcp/8081
=1196378.150 tcp/8081
5 203.157.10353 HTTP
=203.157.10353 HTTP
£ 203.157.10353 HTTP

% 142.251.222.234 (cloudsearchgoogleapis.com)  HTTPS

Result
© Deny: policy vio,
© Deny: policy vio|
v 1189kB/5.94
© Deny: policy vio
v 29.25kB/13.7
v

v 44B/0B

© Deny: policy vio
© Deny: policy vio
© Deny: policy vio
© Deny: policy vio
© Deny: policy vio
© Deny: policy vio
v

v 1528/08

© Deny: policy vio
© Deny: policy vio
© Deny: policy vio
© Deny: policyvio




Log Management
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10. | Security Information & flszuu SIEM Wletundiasgsingfinssuues Cyber Attack uuszuuiiliudnns
Event Management (SIEM) 3%AU Infrastructure Wag Operating system (OS) Ima%éfmﬂaawwqmmsm’aﬁu
s swuuiildlunisdanisiu Log wag | Mugmu il
Event #ina 9 fineevimiiiiasedt | 1. asedunazudafounsynsniifeszuuiaietng manensw Brute force Login
mendonleswes Event e 9 | 141 svUU wag n13 Scan port (port scanning)
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Agents (3)
From here you can list and manage your agents
Search
d Name IP address Operating system Version Status
103 HOSxP-MS 172.16.0.250 8 AimaLinux 8.10 v4.9.2 ® active @
117 sabayoibackup 172.16.0.251 A AimaLinux 8.10 v4.9.2 ® active @
438 SBY-DC 172.16.0.241 & AimaLinux 8.10 v4.9.2 ® active @
11. Vulnerability Assessment finssuiiuns Vulnerability Assessment (VA Scan) agnatiosdas 1 a%a Tnsazdes lasansaudiisyadasiuuag
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: AIATI9ABUVsILNISYBITEUY | Critical, High Wudduusn

Lﬁalﬁm'mﬁﬂm’]m?imﬁ;@dau wag | 1. Review Vulnerability Assessment Report
1Y) N v o o o o = 9 e . . o
FEAUANUTULTIVOINANTENUNDID | 2. I9aIAUANNEIRAGY ANULEBIsEAU Critical, High, Medium, Low nMnuaTseziian

VAT Tunsudly dedlm

dmsulsmeunady
(Healthcare Cyber Defense

Center)
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13.** | Software Update fin1389Ulan Software Patching 2895¥UU HIS Waglin15vin Penetration Testing

A15MII9@8U Version  ¥849 | ag1etieelay 1 ass wiadiniseen Major version lngazdosdfunisudlutedluily
Software 19w Version Update | sefiu Severity Critical wag High 1usehatios
. g o d s
aan eUadesluimAntulu

Software Version fAauniin




&l BMSHOSxPXE4CloudApplicationinstalierMainForm

BMS HOSxP XE Cloud Application Installer

BMS-HOSxP XE Login
4.67.11.14
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14.** | Disaster Recovery site (DR)
Auddisosdoya dmiuuily

Jyurszuvarsaunaniinfuann

BERNGRIDEN

FoRuAn199 TWarunsasiraula

a1l Tn 2wdosll DR-Site Tasinannunnsg i 15027001 wagrhanusuldadsd
1. swg9i9581Ie DC-Site fiu DR-Site sadliitiosndn 60 Alawuns

2. fosflsvuugrudeyafidrdyetnation 1 svuutuuy DR-site

3. RTO #ioswnduneliunnndi = 24 d4lus videTuegiu Solution

a. RPO FeawhAuvdelsnnnt = 24 42l

5. fipaflionansasunanisnageunisniiiiunis DR-Site

6. svuudesinnnsg 150 Milifueghatioy

6.1 1SO27001 - Information Security Management System

6.2 1S027799 - Health Informatics-Information Security Management
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